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ITOJIOJKEHHME

00 nH(popManmoHHOK Oe3omacHocTH B ['ocy1apcTBEHHOM OFO/KETHOM 0011e00pa3oBaTeIbHOM
yupexnenuu mkona Ne 6 KpacHorsapaerickoro paiiona Cankr-IletepOypra



1. O01mue MoJI0KEHUS
1.1. ITonoxenue 06 nHpopmannonnoit 6e3onacaoctu 'bBOY mkona Ne 6 KpacnorBapaeiickoro
paiiona Cankrt-IlerepOypra (mamee — I'BOY mkona Ne 6) pa3paGoTaHO B COOTBETCTBHUHU C
OenepanibHbiM 3aKk0HOM Ne 273-D3 ot 29.12.2012 1. «O6 oOpazoBanuu B Poccuiickoit
®enepanuny, GenepanibHbIM 3aKOHOM No 152- @3 o1 27.07.2006 1. «O
NEPCOHAIBHBIX JaHHBIX», PenepanbHbIM 3akoHOM Poccuiickoit @enepanuu ot 27.07.2006 rona
N 149-®3 «O6 wunbopmaruu, WHPOPMAIMOHHBIX TEXHOJIOTHSAX M O 3alluTe HHGOPMAIH,
[Tucemom @enepanbHOro areHTcTBa MO obOpazoBanuto ot 29.07.2009 r. Ne 17-110 «O6
o0ecreyeHnHt 3alUThl IePCOHANBHBIX JaHHBIX». [IucbMoM MuHucTepcTBa 00pa3oBaHus U HAYKU
P® or 13.08.2002 r. N 01- 51-088un «O0 opraHu3anuy UCIOIb30BaHUSA HH()OPMAITMOHHBIX H
KOMMYHHKAIIMOHHBIX PECYpcoOB B 00IIe00pa30BaTeNbHBIX YyUpexkIAeHHUsIX», [locTaHOBIEHUEM
[TpaButenscTBa Poccuiickoit @enepannu ot 17.11.2007 r. N 781 «O06 yrBepxxaeanu Ilonoxenus
00 oOecrieyeHUN 0€30MMaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU X 00paboTke B HH(DOPMAITMOHHBIX
crcTeMax MEePCOHATBHBIX JAHHBIX).

1.2. B noustue undopmannonHoir 6ezomacHoctu ['bOY mkoma Ne 6 BXomuT cuctema mep,
HampaBJIeHHAs Ha 3aIIUTy HWH()OPMAIMOHHOTO TPOCTPAHCTBA W TEPCOHAIBHBIX JTaHHBIX OT
CIIy4aifHOTO WJIM HaMEPEHHOI'O MPOHUKHOBEHUS C IIENIbI0 XUIICHHS KaKUX-TUO0O NAaHHBIX WU
BHECCHUSI M3MEHEHHWH B KOH(UTYpAlMIO CHUCTEMBI, 3allUTa 00pa3oBaTENBHOTO Tpolecca OT
JOOBIX CBENIEHUH, HOCSIIMX XapakTep 3allpelleHHON 3aKOHOM MpOIaraHabl, WU JIOOBIX BHI0B
PEKITaMBI.

1.3. B coctaBe MaccMBOB OXpaHsAEeMOU 3aKOHOM HH(OpPMAIMK, HAXOSIIICHCS B PACIOPSIKEHUU
I'BOY mikona Ne 6, MOXHO BBIAECIUTH TPU TPYIIIIbL:

-TIepCOHAJIbHBIC CBEJICHUS, KACAIOIINECs YUaIlUXCsl, B TOM uncie haMuius, UMsi, OTYECTBO, IO/,
MECHIL, 1aTa ¥ MECTO POXKICHHUS, aJIpec;

-IIepCOHAJILHBIE CBEJICHU S, Kacatoluecs: pabOTHUKOB, B TOM UKcie paMIIIns, UM, OTYECTBO, TOJI,
MECSII, JaTa U MECTO POXKIEHHS, aapec, CeMeHHOe, COIMAIbHOE, NMYIIECTBEHHOE TMOJIOKEHHE,
oOpa3oBaHue, npodeccus, 10X0/bl, Apyras HHpOpMaIHs;

-npyras WHQOpManus Ui CIY)KeOHOTO TIOJh30BaHUS, HE OTHOCSIIASACS HH K OJHOMY U3
yKa3aHHBIX BbIIIE BUJOB U HOCSIIAs XapaKTep UHTEIEKTyalbHOH coocTBeHHOCcTH ['BOY mikona
Ne 6 B ToM gmciie 6ubIMOTEKa, 6a3a TaHHBIX, 00pPa30BaTEIHLHBIC IPOTPAMMBI H JP.
OO0s13aHHOCTSMHU JIML, OTBETCTBEHHBIX 3a 3allUTy MH(POpPMALUHU, TOJKHO CTaTh COXpaHEHHe
JTAHHBIX B IEIIOCTHOCTH M HEMPUKOCHOBEHHOCTH M OOeCIeueHHe WX: -IOCTYITHOCTH B JIF000€
BpeMs JUIsI JIFoOOT0 aBTOPU3UPOBAHHOTO MOJIB30BATENS; -3aIUTHI OT JIFOOOH yTpaThl MJIM BHECECHUS
HECAHKIIMOHUPOBAHHBIX H3MEHEHUH; -KOH(PHUIEHIINATHLHOCTH, HETOCTYITHOCTH JIJISl TPETHUX JIUII.
2.Meab n 3axa4n HHPOPMANMOHHOI 0€30MaCHOCTH
2.1.0OcHOBHBIMU TIEISIMU WH()OPMAITMOHHOM 0€301MaCHOCTH SIBIISFOTCS:

-COXpaHeHHe  KOHQUJIEHIMAIBbHOCTH  HMH()OPMAIMOHHBIX  PECYpCOB; -obecnieueHue
HETPEPBIBHOCTH JOCTyMa K wHpopMarmoHHsM pecypcam ['BOY mikona Ne 6;

-3alUTa LEJIOCTHOCTU MH(OPMAIUH ¢ 1IeNbI0 Mo epxkanus Bo3MokHocTH ['BOY mikona Ne 6 o
OKa3aHMIO YCIYT BHICOKOTO Ka4eCTBa M MPUHATHIO () ()EKTUBHBIX YIPaBICHUECKUX PEUICHUN;
-TIOBBIIIICHWE  OCBEJAOMJIGHHOCTH IOJb30BaTelled B 00JAacCTH  PHUCKOB, CBSI3aHHBIX C
uH(popmanmoHHbIMU pecypcamu ' BOY mikona Ne 6; -

-ONpe/ieJIeHHe CTETEeHU OTBETCTBEHHOCTH M OOS3aHHOCTEH COTPYAHUKOB IO OOECIEeUCHHIO
nH(pOpMaIMOHHOW 0€30MacCHOCTH;

-[IOBBIIICHNE YPOBHS 3()()EKTUBHOCTH, HENPEPHIBHOCTH, KOHTPOIMPYEMOCTH MEp IO 3alUTe OT
peabHBIX yrpo3 HH(HOPMAITMOHHOM 0€3011aCHOCTH;

-NIpel0TBpAIllEeHUe W/WIN CHUKEHUE yiiepba OT MHIUJICHTOB WH(POPMAIIMOHHON 0€30MacHOCTH.
2.2.OCHOBHBIMHM 331auaMU MH(POPMAITMOHHOMN 0€30MaCHOCTH SBJISIOTCS:

-pa3paboTka TpeboBaHMil 110 obecnieueHN0 MHHOPMAIIMOHHON 0€30MaCHOCTH;

-KOHTPOJIb BBIMIOJHEHHUS YCTAHOBJIEHHBIX TpeOOBaHUU MO obecreueHuo HHGOPMaIMOHHON
0e30IMacHOCTH;

-nioBbIIeHNE () (PEKTUBHOCTH,



HEMPEPBIBHOCTH, KOHTPOJIMPYEMOCTH MEPONPUATUH 1O OO0ECIEeUeHUI0 U MOAIEPKAHUIO
nH(OPMAIIMOHHON 0€30MIaCHOCTH;

-pa3paboTka HOPMATHBHBIX JIOKYMEHTOB JUIsi obOecriedeHusi MH(OpMalMOHHONW Oe30macHOCTH
I'BOY mikona Ne 6;

-BBIAIBIICHUE, OIICHKA, MPOTHO3MPOBaHHE U  MPENOTBpALlEHUE  peaju3alud  Yrpo3
uHpopmannonHoi 6ezonacHocta 'bOY mikona Ne 6;

-OpraHu3alys AaHTUBHPYCHOM 3alluThl MHGOPMAIMOHHBIX PECYpCOB  IIKOJIBI; -3alllMTa
uH(pOpMALlMKM IIKOJIBI OT HECaHKIMOHWpoBaHHOro nocryna (nmanee-HCJIl) u yreukm mo
TEXHUYECKUM KaHajiaM CBSI3U.
3.TpeGoBanusi no MHPOPMALMOHHOMH 0€30IIACHOCTH
3.1.B oTHOmEHUN BceX cOOCTBEHHBIX MH(pOpManmoHHbIX akTUBOB ['BOY mikoma Ne 6, akTUBOB,
Haxongmuxcss moj kontpoiieM I'BOY mkonma No 6, a Takke akTHUBOB, HCIOIB3YEMBIX IS
nosydeHus: jpoctynma kK uHppactpykrype I'BOY mkoma Ne 6, momxkHa OBITH OIpejeieHa
OTBETCTBEHHOCTb COOTBETCTBYIOILEIO COTPYAHMKA LIKOJbI. MHpOpMalus o cMeHe BiajesbleB
aKTHUBOB, MX pacIpe/leJIeHHH, U3MEHEHUSX B KOH(QUTYpallMd W HCIOJIb30BAHUH 3a IMpeaeiamMu
IIKOJIbI TOJIKHA JIOBOJIUTHCS 10 CBEACHUS TUPEKTOPA LIKOJIbI.
3.2.Bce pa6otel B mnpeaenax ['bBOY mkoma Ne 6 OJDKHBI BBITIOJHSTHCS B COOTBETCTBHUHU C
OQUIMATIBHBIMU JTOJUKHOCTHBIMU OOSI3aHHOCTSIMU TOJIBKO Ha KOMIIBIOTEPAX, pa3pelleHHBbIX K
HCIOJIb30BaHUIO.

3.3.Bce koHuaeHIIHANBHBIE JaHHEBIE, cocTapistomue TaitHy [ BOY mkomra Ne 6 u xpansmuecs
HAa JKECTKUX JHMCKaX MOPTATUBHBIX KOMITBIOTEPOB, IOJKHBI OBITH 321N POBAHBI.

3.4.B nensix obecriedeHrsi CAaHKIIMOHUPOBAHHOTO JIOCTYIA K HH()OPMAIIHOHHOMY pecypcy, 000
BXO/l B CUCTEMY JOJKE€H OCYILECTBISATHCS C UCIIOIB30BaHUEM YHUKAIHLHOTO UMEHH I0JIb30BATENS
u napoJisi. 3.5. 3anpemaercss cooOmaTh CBOM Maposb APYTHM JIMIAM WIH MPEAOCTaBIATh CBOIO
YUETHYIO 3aIIUCh IPYTUM, B TOM UHCJIE YWICHAM CBOEH CEMbU U OJIU3KUM.

3.6.B mpomecce cBoedr pabOThl COTPYAHUKHM OOsI3aHBI TOCTOSHHO HCIIOJIB30BAaTh PEXKUM
"DKpaHHOU 3acTaBKH'" ¢ MapoOJbHOHN 3amUTON. PeKoMeHnyeTcs yCTaHaBIMBaTh MAaKCUMalbHOE
BpeMms "mpocTost" KOMIBIOTEPA 10 MOSIBICHUS SKPaHHOM 3aCTaBKHU HE JIOJIbIIE 15 MUHYT.
3.7.Joctyn k cetu MHTepHeT o0ecnieunBaeTcsi TOJIbKO B MPOU3BOJCTBEHHBIX LENAX U HE MOXKET
MCIIOJIb30BAThCS JJIs1 HE3aKOHHOM JIeSITENIbHOCTH.
3.8.PexoMeH10BaHHbBIE TIPABUIA:

- corpyaaukam ['BOY mkoma Ne 6 pazpemraercsi HUCMOIb30BaTh CeTh VIHTEpHET TOJIBKO B
CITY)K€OHBIX IEJNSIX;

- 3ampeuiaercd IocelleHue Joboro caiita B cetu HTepHeT, KOTOpbI cuuTaercs
OCKOPOUTENBHBIM JJIsi OOIIECTBEHHOTO MHEHHUS WM COAEPXKUT HMH(POPMALHUIO CEKCyalbHOTO
XapakTepa, IpoIaraij1y pacoBoil HEHaBUCTH, KOMMEHTAPUU 10 TIOBO/Y Pa3IMuMUs/IPEBOCXO/ICTBA
MOJIOB, JAWCKPEIUTHPYIOIINE 3asBICHUS WIM MHBIE MaTepuaabl C OCKOPOUTEIbHBIMU
BBICKA3bIBAaHUSIMU I10 TIOBOAY YbET0-JIN00 BO3PACTa, CEKCYaIbHOM OPUEHTALINH, PEIUTHO3HBIX HIIN
HNOJUTUYECKUX YOEKAECHUH, HATMOHAIBHOTO MTPOMCXOXKACHUS HITH HEJIeeCIIOCOOHOCTH;

- pabota cotpynnukoB 'BOY mkona Ne 6 ¢ UnTepHeT-pecypcaMu 10MyCKaeTcst TOJIbKO PEKUMOM
nmpocMoTpa HHGOPMAITUH, HCKITI0Yas BO3MOXKHOCTE niepenaun nadopmanuu 'bOY mkona Ne 6 B
cetb HTEpHET;

- COTpyAHHMKAM, HMEIOIIMM JIHYHBIE YYETHbIE 3alKCH, MPEeIOCTaBICHHbIE MyOIUYHBIMU
MpoBaiiiepaMu, He pa3pernraeTcs MoJb30BaThCs UMHU HA 000pynoBaHuH, TpuHaaexamem [ bOY
mKoyua Ne 6;

- corpynHukn ['BOY mkonma Ne 6 mepen OTKphITHEM WM pacHpoCTpaHEHUEM (ailsios,
MOJIYYeHHBIX Yepe3 ceTb MIHTepHeT, TOKHBI IPOBEPUTH UX HA HAJIMYUE BUPYCOB;

- 3anpenieH goctyn B MuTepHer uepe3 cetb ['BOY mkonma Ne 6 my1st Bcex null, HE SBISIOMINAXCA
COTPYAHUKAMH ILLIKOJIbI, BKJIIOYAsl WICHOB CEMbH COTPY/IHUKOB.
3.9.CoTpyIHUKH JOJDKHBI TOCTOSSHHO TOMHHTH O HEOOXOAMMOCTH obOecreueHust (HU3nIecKoi
6e3omacHOCTH 000pyI0BaHuUs, HA KOTOpOM xpaHutcs nHpopmanus ['BOY mkona Ne 6.



3.10.CoTpyaHukaM 3ampenieHo0 CaMOCTOATENIbHO HM3MEHATHh KOH(UTYpaluio amnmapaTHOTO H
MPOrPaMMHOTO O0ECTICUeHUSI.

3.11.Bce kommbloTepHOE OOOpYyIOBaHWE (CTAllMOHAPHBIE M IOPTATUBHBIC KOMIIBIOTEPHI),
nepudepuitHoe o0opynoBaHue (IMIPUHTEPHI M CKaHEPHI), aKceccyapbl (MAHUMYJSATOPHI THIIA
"MpImb", nuckoBoabl it CD-muckoB) sBisercss cobctBeHHOoCcThio ['BOY mkoma Ne 6 m
IpeIHA3HAYEHO I UCII0JIb30BAHNS UCKIIOYUTEIBHO B IPOU3BOICTBEHHBIX LIEJISX.

3.12 Kaxplii COTPYIHHUK, IMOJYYMBIIMH B IOJb30BAHHWE IMOPTATUBHBIM KOMIbIOTEP, 00s3aH
NPUHATH HAJIKAIIHE MEPBI 10 00E€CIICUSHHIO €T0 COXPaHHOCTH.

3.13.Bce KOMMIbIOTEPH! JOKHBI 3alUINATHCS MAPOJIEM MPH 3arpy3Ke CHUCTEMbl, aKTUBALMU 110
ropsiuei KJIaBUIIM U N10CJIE BBIXOJA U3 peXXUMa « DKpaHHOM 3acTaBKu». [lJi1 yCTAaHOBKH pEXUMOB
3alUThl I10JIb30BaTENb JOJDKEH OOpaTUThCA K aJMUHHUCTpaTropy. JlaHHble HE JOJDKHBI OBITh
CKOMIIDOMETHPOBAHbI B CJy4Yae XaJlaTHOCTH WIM HEOPEeXKHOCTH NPUBEALIEH K moTepe
obopynosanus. [lepen yrunuzanueil Bce KOMIIOHEHTbl 000pYIOBAHNUs, B COCTaB KOTOPBIX BXOZSAT
HOCHUTEIN JAHHBIX (BKJIIOYAs JKECTKHUE JUCKH), HEOOXOIUMO MPOBEPSTH, YTOOBl yOenAUTbCA B
OTCYTCTBUM Ha HHMX KOH(UICHLUMAIBHBIX IAHHBIX W JIMLIEH3MOHHBIX MPOAYKTOB. JloykHA
BBIMIOJIHATHCSL  Tporieaypa  (GopMaTUpoBaHHWS HOCUTENeH HHGOpMAIMM, HCKIIOYArOIIas
BO3MOXKHOCTb BOCCTAHOBJICHHSI JaHHBIX.

3.141lpn 3anmucu Kakod-muOO WHPOPMAIIMM HA HOCUTENb JUIsl TepeAadd CyObeKTam,
Yy4acTBYIOUIMM B MH(POPMALIMOHHOM 0OMeHe, HE0OX0IMMO yOeIUThCs B TOM, YTO HOCUTEIb YHUCT,
TO €CTh HE COACPKUT HUKAKUX MHBIX JaHHBIX. [IpocToe mepedopmaTupoBaHie HOCUTEINS HE AT
rapaHTUU NOJHOIO YAaJeHUs 3allMCaHHOM Ha HeM UH(pOpMaLnK.

3.15. CorpyaHuKaMm 3ampemiaeTcsl YCTaHABIMBATh HA MPEIOCTABICHHOM B TIOJb30BaHUE
KOMITBIOTEPHOM 00OpPYIOBaHMM HECTAaHAAPTHOE, HEJIMLEH3MOHHOE MpOorpaMMHOe obecrieueHue
WIM TpOorpaMMHOE oOOecClieueHue, HE HMEIOlee OTHOIIEHUS K WX MPOU3BOACTBEHHOMN
NesITenbHOCTH. Ecnu B XOz€ BBINOJHEHUS TEXHUYECKOro OOCIy)XMBaHUS OyneT oOHapyXeHO
HEpa3pelIeHHOE K YCTaHOBKE MPOrpaMMHOE o0ecrieueHre, OHO OyJeT yAaleHo, a COOOLIeHHE O
HapyleHUH OyAeT HarpaBiieHO HernocpeAcTBeHHO aqupektopy ['BOY mikona Ne 6.

3.16. Corpymauku 'BOY mikona Ne 6 He TOJIKHBL:

- OJIOKMPOBATh AaHTUBUPYCHOE POTrPAMMHOE 00ECTIEYEHHUE;

- YCTaHABIIMBATh APYroe aHTUBUPYCHOE MPOTrpaMMHOE 00€CIIEUEHHUE;

- U3MEHATHh HACTPOUKH U KOH(PUTYPALIMIO aHTUBUPYCHOT'O IIPOTPAMMHOI0 00ECTIEUEHHUS.

3.17. DnexTpoHHBIE COOOMICHHUS JOJDKHBI CTPOTO COOTBETCTBOBATH CTaHIapTaM B 001acTH
JEJIOBOM 3TUKM. Vcmonb3oBaHWE 3JEKTPOHHOM IMOYTHI B JIMYHBIX ILENAX HE JOMYCKAETCH.
CoTpyaHuKaM 3allpelaeTcsl HalpaBiiaTh KOHQuaeHInanbHyo naopmanuio I'bOY mkomna Ne 6
[0 AJIEKTPOHHOM mouTe 06e3 UCHOJb30BaHus cucTeM mudppoBaHus. CTporo KoH(pUACHINAIbHAS
uHpopmanusa ['BOY mkona Ne 6, HM npu KakuX OOCTOATEILCTBAX, HE IOJUIEKUT MEPECHIIKE
TPETBUM JIULAM 110 3JIEKTPOHHOM MOYTE.

3.18.Mcnionp30BaHue COTPYTHUKAMH IIKOJIBI TYOJNYHBIX MTOYTOBBIX SIIHKOB AJIEKTPOHHON ITOYTHI
OCYILECTBIISICTCS. TOJBKO MPHU COTJIACOBAHMWU C OTBETCTBEHHBIM 3a oOecriedeHrne 0e301MacHOCTH
uH(pOpMalMU IPU YCIOBUHU MPUMEHEHUSI MEXaHU3MOB HIN(PPOBaHUSI.

3.19.Corpyauuxu I'BOY mixona Ne 6 gt oOMeHa TOKyMEHTaMU JTOJDKHBI HCTIOJIb30BaTh TOJIBKO
CBOI ouIMaNbHBIN aipec FJEKTPOHHOM MOYTHI.

3.20.He nomyckaercst Ipu UCIIOJIB30BaHUU AJIEKTPOHHOM MOYTHI:

- paccbUlKa COOOILIEHUN JIMYHOTO XapakTepa, HCIOJb3YIOIUX 3HAUUTENbHBIE PECypChI
AIIEKTPOHHOM MOYTHI;

- pacchUIKa peKJIaMHBIX MaTepuasoB;

- TMOANHKCKAa HA PACCBUIKY, YyYacTHE€ B JAMCKYCCHAX W MOJOOHBIE YCIYI'H, MCIOJIb3YIOIINE
3HAYUTENIbHbIE PECYPCHI AIEKTPOHHON MOYTHI B IMUHBIX I[EJISIX;

- TMOUCK M YTE€HUE COOOIIECHUH, HaNpaBJIEHHBIX JIPYTMM JHIAM (HE3aBUCHMMO OT CIIOCO0a MX
XpaHEeHHs);

- MepEeCchUIKa JIIOOBIX MAaTEpPUAIOB, KaK COOOLICHUN, TaK U MPUIIOKEHUH, COIepKaHIe KOTOPBIX
ABISICTCA ~ NPOTUBO3AKOHHBIM,  HENPUCTOMHBIM,  3JIOHAMEPEHHBIM,  OCKOPOMTEIbHBIM,



YTPOXKAIOLIUM, KJIEBETHHUYECKUM, 3JI0OHBIM MWIIM CIIOCOOCTBYET MOBEACHHIO, KOTOPOE MOKET
paccMaTpuBaThCS KaK YTrOJIOBHOE MPECTYIUICHWE WU aJMUHUCTPATUBHBIA MPOCTYIOK JTHOO
OPUBOJUT K BO3HUKHOBEHHUIO TIPa)KIaHCKO-TIPABOBOM OTBETCTBEHHOCTH, OECHOPSAKOB MU
MPOTUBOPEUYUT CTAHIAPTAM B O0JIACTH ITHKH.

3.21.Bce 1mosp30Barend OOJDKHBI OBITH OCBEINOMIIEHBI O CBOEH OOS3aHHOCTH €OOOIIaTe 00
W3BECTHBIX WIIM MMOJ03PEBAEMBIX UMU HAPYIICHUSX WH(POPMAIMOHHON OE30MACHOCTH, a TaKkKe
JOJIKHBI OBITH TPOMH(GOPMHUPOBAHBI O TOM, YTO HU MPHU KAKUX OOCTOATEIHCTBAX OHHU HE JOJIKHBI
MBITATHCS UCTIOJB30BATh CTABIIINE UM H3BECTHBIMU CIIA0BIE CTOPOHBI CHCTEMBI 0€30IaCHOCTH.
3.22.B cnyyae Kpaxku NEPEHOCHOrO0 KOMIIBIOTEpa CleAyeT He3aMeIJIUTEIbHO COOOIIUTh
3aMEeCTHTENIO0 TupekTopa u/uinn qupekropy 'BOY mkxona Ne 6.

3.23.Ecnu nMeeTcsi MOJ03pEHNE WM BBISIBJICHO HAIMYUE BUPYCOB WMJIM MHBIX Pa3pyLIMTEIbHBIX
KOMIIBIOTEPHBIX KOJIOB, TO Cpa3y MOCIe UX OOHAPYKEHUS COTPYIHUK 00sI3aH:

- IpoUH(OPMHUPOBATH 3AMECTUTENISI TUPEKTOPA;

- HE UCTIOJIb30BaTh M HE BKJIFOYATH 3apaKCHHBIN KOMITBIOTED;

- HE MOJICOeIMHATH 3TOT KOMIBIOTEP K KOMIBIOTEPHOU CETH JI0 TeX IOp, MOKa Ha HEM He OyJeT
MIPOU3BENICHO YAaliecHue OOHApYKEHHOTO BHUpPyCa M IIOJIHOE AHTUBHPYCHOE CKaHHPOBAHUE
aJIMHUHHCTPATOPOM.

3.25.Corpynnukam ['bOY mkona Ne 6 3anperniaercs:

- HapyuaTh UHQOPMAIIMOHHYIO 0€30IaCHOCTh U paboOTy CETH;

- CKAaHMPOBATh IMOPTHI WU CHCTEMY 0€30MaCHOCTH;

- KOHTPOJIUPOBATh PabOTy CETH C MEPEXBATOM JIAaHHBIX; - MMOJIy4aTh JOCTYM K KOMIIBIOTEPY, CETH
WJIM YYETHOM 3alKCH B 00X0J1 CUCTEMbI WICHTU(UKAIIMH MTOJIb30BATENIs HIIM O€301MaCHOCTH;

- iepeiaBaTh HH(GOPMAIIUIO O COTPYAHUKAX WUJIM CIIUCKH COTPYAHUKOB MMOCTOPOHHUM JIMIIAM;

- co3JaBaTh, OOHOBJIATH WM PACHPOCTPAHATH KOMIIBIOTEPHBIE BHPYCHI M IMPOYHUE
pa3pyIIUTENbHOE IPOrPAMMHOE OOeCTIeueHUE.

3.25. OTBeTCTBEHHOCTh 3a COXPAHHOCTh JAHHBIX HA CTallAOHAPHBIX W TMOPTATHBHBIX
MEPCOHANBHBIX KOMITBIOTEPAX JIKUT Ha MOIb30BATEIAX.

4.¥Yrpo3bl uHpopMaAIMOHHOI 6€30NaACHOCTH

4.1.0co0eHHOCTBIO YTpO3 CTAHOBUTCS HE TOJIBKO BO3MOXKHOCTH XHWILIEHUS CBEICHUN WU
MOBPEKJACHHE  MAacCHBOB  KAKUMHU-IMOO  CO3HATEIIBHO  JICWCTBYIONIMMH  XaKEPCKUMU
TPYNIUPOBKAMHU, HO W JESATENBbHOCTH JIHMIl, HAMEPEHHO, MO 3JI0MY YMBICIY HWJIH OLIMOOYHO
CIIOCOOHBIX MMOBPEINUTH KOMITBIOTEPHOE 000PYIOBAHUE HITH BHECTH BHPYC.

4.2.I'pynmbl 00BEKTOB, KOTOPbIE MOTYT TOJIBEPTHYThCS HAMEPEHHOMY WM HEHaMEPEHHOMY
BO3JICHCTBHIO:

- KOMITbIOTepHAsl TEXHUKA U JPyTHe anmnapaTHble CPEICTBA, KOTOPhIE MOTYT OBITh MOBPEXK/ICHBI B
pe3ysibTaTe MEXaHUIECKOTO BO3JICHCTBHUS, BUPYCOB, 10 MHBIM ITPHYHHAM;

- TpoTpamMMbl, HUCIHOJB3YyeMble Il oOecrmeueHuss paboTOCIOCOOHOCTH CHUCTEMBI WM B
00pa30BaTeILHOM IPOIIeCcce, KOTOPBIE MOTYT ITOCTPAAATh OT BUPYCOB MITH XaKePCKUX aTak;

- JaHHBIE, XpaHUMBbIEC KaK Ha KECTKUX JIMCKAX, TaK M Ha OTACIbHBIX HOCHTENSAX; - CaM MEepPCOHAI,
OoTBeYaroui 3a paborocrnocoOHocTh IT-cucrem;

- JIeTH, TIOJIBEPKCHHBIE BHEIITHEMY arpeCCUBHOMY MH()OPMAIIMOHHOMY BIHUSHUIO M CIIOCOOHBIE
co3nate B ' bOY mikona Ne 6 KpuMUHAIBHYIO CUTYaIMIO.

4.3. Yrpo3bl, HallpaBJICHHbIE HA TIOBPEXKICHUE JIF000TO U3 KOMIIOHEHTOB CUCTEMBI, HE 3aBUCSIINE
OT HaMEPEHHUS ITePCOHaNA, YUaIIUXCsl WIH TPEThHX JIHII:

- M00BIe aBapUITHBIE CUTYAIINH, HATPUMEp, OTKIIOYCHHE SICKTPOIHEPTHH UITH 3aTOIIJICHHE;

- OIIMOKY TIepPCOHANA;

-cOou B paboTe mporpaMMHOT0 00eCIeYeHNUS,

-BBIXO/JT TEXHUKH U3 CTPOS;

-po0OJIeMBI B pa0OTE CUCTEM CBSA3H.

5.Cnioco0bl HECAHKIMOHUPOBAHHOIO 10CTYIA



5.1.YenoBeueckuii. apopManmsi MOKET OBITH TIOXHUIIIEHA MTyTeM KOIMMPOBAHUS HAa BPEMEHHBIC
HOCHUTEJIH, IIEpENpaBIICHa 10 AJIEKTPOHHOM noute. [Ipu Hanmuuum noctyna K cepBepy U3MEHEHUS
B 0a3bl JaHHBIX MOT'YT ObITh BHECEHBI BPYUHYIO.

5.2.1lporpammHubIi. /{715t XUIIEHNH CBEIEHUH HCTIONb3YIOTCS CIIELUANIbHBIE IPOTPAMMBI, KOTOpBIE
o0ecrieunBalOT  KONMPOBAaHUE  Mapojei, KONUpOBaHME W  IepexBar  HMHGOpMAaIUH,
nepeHanpanieHue Tpaduka, 1eurppoBKy, BHECEHUE H3MEHEHUH B pab0Ty UHBIX IPOTPAMM.
5.3.Annapatsbiii. Crioco0 CBsI3aH WM C UCHOJIb30BAHUEM CHELMATIBbHBIX TEXHUUYECKUX CPEJICTB,
WIM C IEepeXBaTOM 3JIEKTPOMAarHUTHOTO M3JIYYEHHsS [0 pa3IUM4HbIM KaHajlaM, BKJIOYas
TenedOHHBIE.

6.3amuTa Mo BHEeIIHUM HH(PPOBHIM JHHUSM CBA3H

6.1.B nmemsix yMeHbIIEHUS pPUCKAa MOBPEXKJIEHHUS IMPOrpaMMHOIO OOeCHeueHus: u yTepu
uHpOpMaLKK, JTOCTYNl U3 BHYTPEHHEH ceTu BO BHemHIOI (MHTepHeT, 3JeKTpOoHHAs MOoYTa)
OCYILECTBIIAIETCS Yepe3 KOMIbIOTEPHI C YCTAHOBIECHHBIMU OPIHAMAY3pPOM M aHTUBUPYCOM.
6.2.3anpeleHo HECAaHKIIMOHUPOBAHHOE HCIIO0JIb30BAHUE MOJEMOB MIJIM MHBIX CPEJICTB JOCTYIIA C
1K, noax/It0ueHHbIX K BHYTPEHHEH ceTH, BO BHELIHHUE CETH.

6.3. 3ampenieHo TOAKIIOUEHHE pPa3IMYHBIX MOOWJIBHBIX YCTPOWCTB (JIMYHBIX Tese(dOHOB,
IUIAHIIIETOB U JAPYTUX rapkeToB) kK cetu Wi-Fi.

6.4.PoyTtepsl, TOUKHU JOCTYyINa U IpOoYee aKTUBHOE CETEBOE 000PYAOBAHUE JIOJIKHBI PaCIoiaraTbCsl
B MeCTax 10 BO3MOKHOCTH MCKIIIOYAIOIIUX CBOOOIHBIN JOCTYII.

7.AHTHBHpYCHAS 3alIUTA

7.1.AHTHBHpYCHasl 3allluTa OpPraHU3yeTCs IOCPEACTBOM JIMIIEH3MOHHOTO AaHTUBUPYCHOTO
nporpaMMHOro odecnieueHus. Pabora 6e3 opranu3anuy aHTUBUPYCHOM 3aIIUTHI HE TOMTYCKAETCSI.
7.2.06H0BNEeHUEe 0a3bl  MCIOJIB3YEMOIO AHTMBMPYCHOI'O IPOrPaMMHOIO  obecredeHus
OCYILIECTBJISIETCS] aBTOMAaTUYECKHU HE pexe | pasza B JICHb.

7.3.3a CBOEBpEMEHHOE OOHOBJIEHHE AHTHUBUPYCHOIO IPOIPAMMHOI0 OOECIEYEeHUs OTBEYAET
OTBETCTBEHHBIH 32 HTHPOPMAIIMOHHYIO 0€3011aCHOCTb.
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